PHISHING EMAIL
PREVENTION

Spotting Phishing Threats In Your Email Inbox
and Everywhere Else




ABOUT
THIS CHECKLIST

Emails come into our inboxes everyday.
Some are obviously spamming us.
Others are impoprtant.

But, then, there are the rest. These
phishing emails try to scam you by
acting as if they are someone else.

This checklist is meant to help you spot
them, stop them and prevent you from
becoming their next victim.




PHISHING EMAIL
CHECKLIST

Protect Your Info & Money

Check and verify the sender’'s email and domain name.

Look for spelling and grammar errors.

Don't trust “urgent” request, threats and fear-building.

Never, ever click links.

Never, ever open attachments.

Examine the email greeting (generic greetings with no names are bad!)
Check for mismatched logos and branding inconsistencies.

Verify the legitimacy of the message by contacting the sender directly.
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Report the phishing email (many corps use abuse@ or phishing@)
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YOU

Phone
(724)652-8393

Email
members@firstchoicefcu.com

Address

2209 W State St
New Castle PA 16101




