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THIS GUIDE
ABOUT 

Social media can be a very fun place to 
share ideas, thoughts, opinions, jokes 
and more.

However, that ability to share so easily 
means that fraudsters and scammers 
LOVE to “play” here.

This guide will give you some direct 
tips and help in keeping your accounts 
secure, as well as keeping you safer and 
more secure. We will cover the basics 
of account security, as well as help in 
identifying scammers in real-time.
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CHECKLIST
SOCIAL MEDIA SAFETY 

Share Safely and Securely

Review privacy settings on all of your social media platforms.

Limit who can see your posts and personal information.

Avoiding sharing location details in real-time.

Be cautious with friend requests from unknown individuals.

Avoid sharing ALL sensitive information (e.g. address, phone number)

Use strong, unique passwords for each of your accounts.

Always enable 2FA (two factor authentication) where possible.

Review and remove old posts and information that is sensitive.

Beware of clicking on suspicious links in messages or posts. Be aware, this 
means posts, direct messages, replies and more.

Report and block suspicious accounts and messages.
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