SCAM & FRAUD
PREVENTION

Top 7 Tips You Can Take To Prevent
Yourself From Being A Victim

https://firstchoicefcu.com




ABOUT THIS
CHECKLIST

Preventing scammers from gaining ac-
cess to your information is crucial. After
all, the more information someone has,
the more valuable that information be-
comes.

In this guide, we will look at the top tips
for preventing scams. We will also look
over resources and tools to help keep
you safe.

Are you already doing any of these? Are
you don't all of these?




___ SCAM PREVENTION ___
CHECKLIST

Keep Your Life Safe & Secure

PASSWORDS o1

D Use strong, unique passwords for each account and login

D Enable two-factor authentication (2FA) whereever possible

VERIFICATIONS 02

D Be cautious with unsoliciated emails and texts (don't click links)
D Avoid sharing personal information over the phone, email or via text

D Verify sources before making payments or giving donations

OTHER PLACES 03

D Use secure WiFi networks (avoid public WiFi always)

D Install anti-virus and anti-malware software on all devices
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RESOURCE
LIST

First Choice Contact Info

First Choice branches are:
Union - (724) 652-8393
Neshannock - (724) 652-8070
New Castle - (724) 656-3595

Credit Reporting Agencies

Freeze accounts, or report fraud:
Equifax - (877)576-5734

Experian - (888)397-3742
TransUnion - (800)680-7289
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YOU

Phone
(724)652-8393

Email
members@firstchoicefcu.com

Address

2209 W State St
New Castle PA 16101




